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Abstract 
 

This Policy Brief offers three recommendations to the G20 to implement a comprehensive 
framework for protecting smart critical infrastructures. It highlights the driver role played by 
inclusive partnerships between the public and private sectors and institutionalized levels of 
international cooperation, and underline the potential capacity of the G20 Digital Economy Task 
Force on cybersecurity cooperation to propose to the G20 leaders: 1) promoting public-private 
partnerships to protect smart critical infrastructures; 2) enhancing institutionalized levels of 
international cooperation to safeguard smart critical infrastructures; 3) expanding the Digital 
Economy Task Force focus to include the protection of smart critical infrastructures.  
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Challenges 
 

The fast-paced digital revolution brought about by integrated technologies and devices in smart 

cities has generated remarkable improvements in operational efficiency in public services and 

governance and transparency, as well as has provided a better quality of government service 

and citizen welfare. However, it has also expanded the cybersecurity landscape to protect smart 

cities’ critical infrastructures.  

Critical infrastructures describe the physical and cyber systems, assets, and networks with a 

strategic dimension that the incapacity or destruction would have a debilitating impact on the 

economy, society, and environment. According to the Brazilian National Critical Infrastructure 

Security Strategy, critical infrastructures play a vital role in national security and sovereignty, and 

sustainable economic development including: communications, energy, public safety, transport, 

health, finance, and water infrastructures. 

Due to the widespread use of intelligent-autonomous technologies in critical infrastructure and 

the increase in their interconnection and integration with technologies and devices across 

intelligent cities, recent trends see critical infrastructures migrating toward smart critical 

infrastructures. In other words, critical infrastructures are even more data-controlled 

infrastructures based on intelligent-autonomous technologies and devices. They operate even 

more in cyber-physical systems and exchange data under several schemes with the cyber layer 

of other critical infrastructures and integrated systems technologies and devices within and 

across urban cities (Figure 1).  
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Figure 1: Smart Critical Infrastructures 

 
Source: ENISA, 2017 

 

As a result, cybersecurity experts identify a phenomenal increase in their security surfaces. In 

traditional cities, cyberattacks could undermine critical infrastructures by either exploiting 

vulnerabilities or creating the perception that such vulnerabilities exist by exploiting technical or 

human vulnerabilities. Cyberattacks in smart cities can cause severe damage to critical 

infrastructures by directly attacking their data-controlled cyber-physical systems based on 

intelligent-autonomous technologies and devices. They can also cause severe damage by 

attacking technologies and devices interconnected to them within and across urban cities or 

exploiting vulnerabilities in the cities’ Integrated Command and Control Centre.  

Therefore, protecting national critical infrastructures against cyberattacks is a common challenge 

for most G20 nations who are at the forefront of a fundamental and wholesale transition in 

intelligent-autonomous and interconnected technologies and devices in operating facilities, 

services, and assets considered essential for a functioning society and economy. 
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Proposals for G20 
This Policy Brief offers three recommendations to the G20 to implement a comprehensive 

framework for protecting smart critical infrastructures in both the national and the international 

spheres by mobilizing the driver role played by inclusive partnerships between the public and 

private sectors and institutionalized levels of international cooperation, as well as the potential 

capacity of the G20 Digital Economy Task Force.  

 

Proposal 1. Promote Public-private partnerships to protect smart critical infrastructures 

Protecting smart critical infrastructures is a shared responsibility among multiple stakeholders 

because neither the government nor the private sector has the knowledge, authority, or 

resources to do it alone. This tendency has evolved due to the economic liberalization that 

increased the share of the private sector control over these vital assets, systems, and networks 

and the private sector’s role in developing cutting-edge operational or security technologies used 

in critical infrastructures, whether public or private.  

A public-private partnership is a long-term agreement, cooperation, and collaboration between 

two or more public and private sectors about private-public teamwork and it includes private-

private and public-public relations. In addition to public-private initiatives, this kind of partnership 

can, thus, foster the agreement, cooperation, and collaboration between either private entities 

of different economic sectors and within the same industry or state agencies and organizations.  

There are multiple reasons for the government and the private companies to create or join the 

public-private partnership in cybersecurity that ranges from economic interests to regulatory 

requirements, public relations, and social interests. More specifically, it offers the public sector a 

better understanding of intelligent critical infrastructures protection, the opportunity to create 

synergies between different private sector initiatives, and access to private sector resources, 

which makes it easier to set up standards and good practices. On the other hand, it offers the 

private sector access to public funds, public sector knowledge, confidential information, and an 

opportunity to influence general legislation and mandatory standards. Finally, it offers both the 

public and the private sectors an opportunity to share knowledge, experiences, and good 

practices, helping entities achieve resilience in the cyber ecosystem and increasing trust by 

getting direct and credible contacts with other organizations (Figure 2).  
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Figure 2: Public-Private Partnership on cybersecurity 

 
Source: ENISA, 2017 

 

As a result, public-private partnership in cybersecurity offers considerable contributions to the 

security and resilience of intelligent critical infrastructure. It delivers effective incident handling, 

crisis management information exchange, strength, and emergency planning, awareness-

raising, and early warnings. It also provides access to research and risks analysis, developing 

good practices, defining standards and guidelines, and a framework for strategic planning, joint 

exercises, technical evaluation, help desk, triage, resilience, benchmarking, statistics archiving, 

and security audit. In a nutshell, public-private partnership in cybersecurity enables both the 

public and the private sector organizations to meet their particular goals while still benefiting from 

a high-level cybersecurity network.   

 

Implementing proposal 1 

To properly implement the proposal of promoting public-private partnerships to protect smart 

critical infrastructures, the G20 leaders should: 

• First, implement cybersecurity governance of crucial smart infrastructure through the 

interaction between the public and private sectors and technological research institutes 

to bridge the gap between cybersecurity experts and decision-makers. 
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• Increase public and private investment in Science and Technology and promote greater 

strategic alignment of funding agencies with national cybersecurity policies to address the 

shortage of cybersecurity professionals and talents in both the public and private sectors.  

• Third, promote a collaborative network between the different entities of society so that 

coordination at multiple levels and sectors could be carried out more intrinsically, taking 

into account data governance and cybersecurity principles. 

• Create regulatory strategies and incentives for greater coordination between companies 

in the critical infrastructure sector and intersectoral coordination.  

• Finally, promote a multistakeholder periodic assessment of the existing data governance 

systems and management to detect cyber vulnerabilities in essential intelligent 

infrastructure networks. 

 

Proposal 2. Enhance institutionalized levels of international cooperation to protect smart 

critical infrastructures  

As digital boundaries do not coincide with national frontiers and most critical threats related to 

cybersecurity derive from international cyberattacks and cybercrimes, protecting smart critical 

infrastructures demands a sort of action that eludes any State’s sovereignty. In other words, 

preserving intelligent vital infrastructure against cyberattacks that are constantly proliferating, 

shifting in focus, and exploiting opportunities worldwide, implies ensuring solid and 

institutionalized levels of international cooperation. 

Although it may happen often, international cooperation does not only mean mutual aid among 

governments and institutions from different countries. International cooperation is a fundamental 

political field of international relations and a polysemic word that refers to several related terms 

and concepts, such as official international aid and technical cooperation among states. It means 

governments and institutions develop common standards and create programs that consider 

benefits and problems extended to more than one nation.  

More specifically, international cooperation refers to an institutionalized sphere of action of 

states’ foreign policies to rich shared objectives through a mutually agreed variety of practices, 

such as: public and private grants, debt-generating loans and financing, international public-

private partnerships, and multi-financier funds, training for governmental officials and civil 

servants of public institutions, development, diffusion, and dissemination of good practices, 

technical skills and know-how, and transferring of technology. Since its inception, international 

cooperation incrementally followed domestic social policies and the modernizing reforms of their 

public administrations and has extended to all areas from trade and finance to security, 

environment, education, and health issues. In addition, the proliferation of so-called new actors 

in this field of international relations broke the States’ monopoly in international cooperation. 

In cybersecurity, international cooperation contributes to the capacity building of the fundamental 

regulations, human resources, and technical mechanisms for an appropriate dynamic and 
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coordinated response to cyber incidents and cybercrimes. It also offers access to cutting-edge 

research, knowledge, and analysis. Furthermore, it facilitates the transfer of advanced 

technologies on mutually agreed terms, expanding its frontier at the global level rather than 

holding back its development or controlling such technology for fear of its potential abuse, 

promoting international asymmetries and inequalities. In addition, international cooperation is 

also a catalyzer of additional financial resources for capacity building, technology development 

or acquisition, and policy implementation. Finally, it also fosters a shared global understanding 

and builds confidence among nations while appreciating their diverse values in terms of 

cybersecurity.  

It is essential to highlight that international cooperation can also significantly contribute to 

addressing the main gaps between the policy and the political and operational requirements for 

implementing and developing public-private partnerships in cybersecurity. By facilitating 

technical know-how and technology development and transfer, and mobilizing the public and 

private sector and research institutes, civil society organizations, and foreign partners experts, 

international cooperation can offer additional human resources to public-private partnerships. 

Catalyzing access to other financial resources, international cooperation can also provide a 

supplementary budget to guarantee the necessary money for developing public-private 

partnerships and their continuity in the long term. By ensuring the essential trust and political-

legal coordination among domestic actors within states, international cooperation can contribute 

to overcoming the distrust between public-private, private-private, and public-public entities to 

create a public-private partnership in cybersecurity and to maintain it. Finally, it can contribute to 

overcoming the lack of a legal basis to establish the limits of each public and private 

organization’s roles and responsibilities in the partnership. 

 

Implementing proposal 2 

To properly implement the proposal of enhancing institutionalized levels of international 

cooperation to protect smart critical infrastructures, the G20 leaders should: 

• Foster trust-building between national governments through transparency on 

cybersecurity threats, early warnings on cyber risks and cyber incidents, and best 

practices exchange; 

• Express the urgency of the protection of intelligent critical infrastructure against 

cyberattacks;    

• Promote consensus building on the topics of cybersecurity that G20 countries can agree 

on standard definitions, despite the lack of consensus on what exactly constitutes 

cyberwarfare or cyberterrorism, as well as on the complete application of existing 

international laws to cyberspace; 

• Commit non-proliferate advanced persistent threats to another state’s smart critical 

infrastructures. 
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Proposal 3. Expand the focus of the G20 Digital Economy Task Force to include the 

protection of smart critical infrastructures 

The Group of Twenty (G20) assembles the most relevant nations in terms of GDP, trade, and 

demography at the forefront of the digital transition and the development of national 

cybersecurity technologies and policies. In this regard, it has a Digital Economy Task Force to 

propose a common understanding, principles, and critical areas for development and 

cooperation in the digital space. However, since its creation in 2016, the Digital Economy has 

focused almost exclusively on the agendas of equitable connectivity, digital innovation, and 

promotion of investments in information and communication technologies. Hence, the G20 has 

failed to pay enough attention to cybersecurity cooperation, particularly in the security of smart 

critical infrastructures.  

As a multilateral platform with a strategic role in securing future global economic growth and 

prosperity, the G20 agenda cannot neglect the critical role of cybersecurity as an enabler of 

sustainable economic development in the fast-paced transition to a digital economy. Data flow 

and intelligent-autonomous technologies hold tremendous potential to bolster economic growth 

in the following decades and improve operational efficiency in public services, governance, and 

citizens' welfare. However, their adoption and diffusion cannot be accelerated unless 

cybersecurity concerns are addressed.  

Although the G20 is neither a multilateral organization nor a homogeneous grouping of states, 

as an informal forum that connects the world’s major developed and emerging economies, it has 

some leverage in discussing proposals and reaching commitments for a framework for 

cybersecurity cooperation. In this regard, the G20, in partnership with regional and universal 

multilateral organizations, should expand the focus of its Digital Economy Task Force to include 

the protection of smart critical infrastructures.  

Implementing proposal 3 

To properly implement the proposal of expanding the focus of the Digital Economy Task Force 

to include the protection of smart critical infrastructure, the G20 leaders should: 

• Add the protection of intelligent critical infrastructure in the priority areas of the G20 Digital 

Economy Task Force; 

• Promote a discussion session on the protection of smart critical infrastructure during the 

G20 Digital Ministerial Meeting;  

• Establish a collaborative dialogue of the G20 Digital Economy Task Force with the sherpa 

forums of the G20 (i.e., the Infrastructure, Trade, Investment and Industry, Health and 

Agriculture Working Groups), and key engagement groups of the G20 (i.e., the Business 

20, Urban 20, Think Tank 20, Science 20, Civil 20 and Parliament 20);  

• Prioritize the promotion of international cybersecurity cooperation and public-private 

partnerships on the working agenda of this new priority area of the G20 Digital Economy 

Task Force. 
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Conclusion  

The G20 assembles the major global economies and societies that are at the forefront of digital 

transition and in which intelligent-autonomous technology plays an increasingly vital role. It also 

plays a leading role in international development cooperation in the domain of intelligent-

autonomous technologies. However, G20 countries are confronted with considerable challenges 

to increase international cooperation in order to mobilize and redirect the much-needed 

transformative power of reviewing and monitoring frameworks, regulations, and incentive 

structures to strengthen cybersecurity in national critical infrastructures in this new era of 

indispensable coexistence with intelligent-autonomous technologies.  

  

This Policy Brief offers three recommendations to the G20 to implement a comprehensive 

framework for protecting smart critical infrastructures. It highlights the driver role played by 

inclusive partnerships between the public and private sector and institutionalized levels of 

international cooperation, and underline the potential capacity of the G20 Digital Economy Task 

Force on cybersecurity cooperation to propose to the G20 leaders: 1) promoting public-private 

partnerships to protect smart critical infrastructures; 2) enhancing institutionalized levels of 

international cooperation to safeguard smart critical infrastructures; 3) expanding the Digital 

Economy Task Force focus to include the protection of smart critical infrastructures.  
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